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CYBERSECURITY AND IT SECURITY POLICY

1. PURPOSE

This Cybersecurity and IT Security Policy establishes The Mazi Group's framework for
protecting information assets, systems, and data from cyber threats. With digital operations
central to all our brands—Mazi Beauty, Glam Switch, On The Go Mists, and Upvendo—robust
cybersecurity is essential to protecting our customers, employees, and business.

2. SCOPE
This policy applies to:

o All information systems, networks, and data owned or managed by The Mazi Group

All employees, contractors, and third parties with access to company systems

All devices used to access company resources

All brands and business units

Cloud services, on-premises systems, and hybrid environments

3. SECURITY GOVERNANCE

3.1 Security Organization

e Chief Information Security Officer (CISO) leads security program
e Security team responsible for implementation and monitoring
e Executive oversight through regular reporting

e Board-level cybersecurity updates quarterly

3.2 Security Framework

The Mazi Group's security program is based on:
e NIST Cybersecurity Framework
e |SO 27001 principles

e CIS Controls

e Industry-specific requirements (PCl DSS for payments)
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4. ACCESS CONTROL

4.1 Identity Management

e Unigque user accounts for all individuals

e Centralized identity management

e Single sign-on (SSO) where possible

e Regular access reviews (quarterly for privileged access)

e Prompt deprovisioning upon termination

4.2 Authentication

e Strong password requirements (minimum 12 characters, complexity)

e Multi-factor authentication (MFA) required for:
o All remote access

o Privileged accounts
o Access to sensitive systems

o Cloud administration

e Password managers encouraged

¢ No password sharing

4.3 Authorization

Least privilege principle

Role-based access control (RBAC)

Separation of duties for critical functions

Documented approval for access requests

4.4 Privileged Access

e Privileged access management (PAM) solution
e Just-in-time access for administrative tasks
e Session recording for privileged activities

e Regular privileged account audits
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5. NETWORK SECURITY

5.1 Network Architecture

e Network segmentation by function and sensitivity
e Demilitarized zones (DMZ) for public-facing services
e Micro-segmentation for critical systems

e Zero-trust network principles

5.2 Perimeter Security

¢ Next-generation firewalls

e Intrusion detection and prevention systems (IDS/IPS)
e Web application firewalls (WAF)

e DDoS protection

5.3 Remote Access

¢ VPN required for remote network access
e MFA for all remote connections
e Split tunneling prohibited for sensitive access

e Remote access logging and monitoring

5.4 Wireless Security

e WPA3Z or WPA2-Enterprise encryption
e Separate networks for corporate and guest access
e Rogue access point detection

e Regular wireless security assessments

6. ENDPOINT SECURITY

6.1 Device Management

e Mobile device management (MDM) for company devices
e Endpoint detection and response (EDR) on all endpoints

e Automated patch management
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e Device encryption required

e Remote wipe capability

6.2 Bring Your Own Device (BYOD)

e BYOD policy and user agreement required
¢ MDM enrollment for accessing company data
e Containerization for company data

e Minimum security requirements enforced

6.3 Malware Protection

e Anti-malware on all endpoints
¢ Real-time scanning enabled
e Regular signature updates

e Behavioral analysis capabilities

7. DATA SECURITY

7.1 Data Classification

¢ Public: Information intended for public release
¢ Internal: General business information

¢ Confidential: Sensitive business information

¢ Restricted: Highly sensitive data (PII, financial, trade secrets)

7.2 Encryption

e Data encrypted in transit (TLS 1.2+)
e Data encrypted at rest for sensitive data
¢ Full disk encryption on endpoints
e Database encryption for sensitive fields

e Key management procedures

7.3 Data Loss Prevention

e DLP tools to prevent unauthorized data exfiltration
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e Email DLP scanning
e Cloud DLP for SaaS applications

e USB and removable media controls

8. APPLICATION SECURITY

8.1 Secure Development

e Secure coding standards

Security requirements in design

Code review for security issues

Static and dynamic application security testing

Dependency scanning for vulnerabilities

8.2 Application Testing

Security testing before production deployment

Penetration testing for critical applications

Regular vulnerability assessments

Bug bounty program consideration

8.3 API Security

e APl authentication and authorization
e Rate limiting and throttling
e |Input validation

e API| gateway security controls

9. CLOUD SECURITY

9.1 Cloud Governance

Approved cloud providers only

Cloud security architecture review

Shared responsibility model understanding

Cloud security posture management
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9.2 Cloud Configuration

e Secure baseline configurations
¢ Infrastructure as code with security controls
e Regular configuration audits

¢ Automated compliance checking

9.3 Cloud Access

e Cloud access security broker (CASB)
e MFA for cloud administration
e Privileged access management for cloud

e Cloud activity logging and monitoring

10. SECURITY MONITORING

10.1 Logging

Centralized log management

Security event logging enabled

Log retention per policy requirements

Log integrity protection

10.2 Monitoring and Detection

Security information and event management (SIEM)

24/7 security monitoring

Threat intelligence integration

User and entity behavior analytics (UEBA)

Automated alerting and escalation

10.3 Threat Hunting

e Proactive threat hunting program
e Regular hunting exercises

¢ |Indicator of compromise (IOC) monitoring
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1. VULNERABILITY MANAGEMENT

11.1 Vulnerability Scanning

e Regular vulnerability scans (weekly for critical systems)

Authenticated scanning where possible

Web application scanning

Container and cloud scanning

11.2 Patch Management

e Critical patches within 72 hours
e High-severity patches within 7 days
e Regular patching cycles for other vulnerabilities

e Emergency patching procedures

11.3 Penetration Testing

e Annual penetration testing by qualified third party
e Testing after significant changes

e Remediation tracking and verification

12. INCIDENT RESPONSE

e Incident response plan and procedures

e Defined incident classification and escalation
e Incident response team and contacts

e Regular incident response exercises

e See TMG-SEC-020 for detailed procedures

13. BUSINESS CONTINUITY

Disaster recovery plans for critical systems

Regular backups with offsite storage

Recovery testing

See TMG-SEC-015 for detailed requirements
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14. THIRD-PARTY SECURITY

Security assessment of third parties

Security requirements in contracts

Regular third-party security reviews

Vendor risk management program

15. PHYSICAL SECURITY

e Physical access controls for facilities
e Data center security requirements
e Visitor management

e Equipment disposal procedures

16. SECURITY AWARENESS

16.1 Training Program

Security awareness training for all employees

Phishing simulation exercises

Role-specific security training

Annual refresher training

16.2 Security Culture

Encourage security reporting

No blame culture for good-faith reports

Security champions program

Regular security commmunications

17. COMPLIANCE

e PCI| DSS compliance for payment processing
e SOC 2 Type Il certification
e Privacy regulation compliance (GDPR, CCPA)

e |Industry-specific requirements
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18. ROLES AND RESPONSIBILITIES

18.1 CISO

Lead security program
Report to executive leadership
Manage security team and budget

Oversee incident response

18.2 IT Operations

Implement security controls
Maintain systems securely
Respond to security alerts

Execute patching and updates

18.3 All Employees

Follow security policies
Complete security training
Report security incidents

Protect credentials and data

19. RELATED POLICIES

This policy should be read in conjunction with:

TMG-SEC-015: Business Continuity and Disaster Recovery Plan
TMG-SEC-0l6: Data Privacy and Protection Policy
TMG-SEC-020: Incident Response and Data Breach Notification
TMG-SEC-039: Acceptable Use of Technology Policy
TMG-SEC-040: Cloud Computing and SaaS Security Policy

20. POLICY REVIEW

This policy shall be:

Reviewed annually by the CISO
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¢ Updated for emerging threats and technologies
o Approved by executive leadership

¢ Communicated to all employees

21. DEFINITIONS

e MFA: Multi-Factor Authentication - requiring two or more verification factors.
e SIEM: Security Information and Event Management.

e EDR: Endpoint Detection and Response.

e Zero Trust: Security model that requires verification for every access request.

e DLP: Data Loss Prevention.

For questions about this policy, contact:
Security Department

security@mazigroup.us



